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Abstract—

We estimatethat approximately 40% of curr ent Inter net traffic
is due to Web crawlers retrieving pagesfor indexing. We address
this problem by intr oducing an efficientindexing systembasedon
active networks. Our approachemploysstrategically placedactive
routersthat constantly monitor passinginter nettraffic, analyzeit,
and then transmit the index data to a dedicatedback-end repos-
itory. Our simulations have shawn that active indexing is up to
30% more efficient than the curr ent crawler-basedtechniques.

I. INTRODUCTION

Searchenginessuch as Yahoo!, Goagle[1], or Altavista
gatherpagesfrom all over the world with the aid of crawlers.
Generallyspeaking,it takesthe crawlers of a specificsearch
enginearywherefrom two weeksto one monthto updateits
databaseof Web pages. However, studiesshow that a large
percentageof pagesremain unchangedfor more than four
months[2], which implies that an unchangedpage could be
fetchedseveral times by crawlers of the samesearchengine
betweenchanges.Currentlytherearemorethanonethousand
searchenginedn theworld. Thereforejt is possiblefor apage
to beretrieveda few thousandimesby crawlerswithin ashort
time period.

In this paper we proposethe use of an active network to
male crawlersunnecessanfherearetwo generictypesof ac-
tive networks. In the first, mostcommonlyknown, all paclets
aretaggedwith codeto be executedat eachnodepassed.The
secondtype of active network, known more specificallyasan
activeswitch network is moreappropriatefor our proposal.ln
thesenetworks,only somepacletscontaincode,andonly some
nodesaccepthepassingcodefor execution.In anactive switch
network, the routersor switchesof the network can perform
customizedcomputationn the passve dataflowing through
them, whereasn traditional networks userprogramsexecute
only at the end systemsand the network passiely transports
userdatabetweentheseend systems[3].In the following, the
term “active network” shouldbe understoodo standfor the
morespecific“active switch network”.

Our proposalis to have active nodesin the network index
passingWeb pages First, we would sendthe codefor a paclet
monitor and indexer into the active network. Thesemodules
would be accepteddy routerswilling to participatein the in-
dexing service.This mechanisnallows for a graceful,gradual

upgradeof network capabilitiesin the highly complex world
of the currentinternet. It alsoallows for a variety of service
scenarioswithout having to codethis into the monitor. For
example, the indexing servicedescribedbelon could be dis-
tributed over the Internetjust to corporategatevaysthat have
licensedit, andhold a propercryptographidey. Alternatively,
an ISP might nominatecertainof its gatavaysto initially test
the service,andthenlaterallow the applicationto lodgein all
its gatavays. Another alternatie would be for a collocation
providerto hosttheapplicationin multiple sites.

We believe that an active network approachs necessaryo
male the large scaledeploymentof active indexing feasible. It
is simply unrealisticto assumehatall routerseverywherewill
suddenlybe capable(andwilling) of performingthe computa-
tionsdescribechere.Rather therewill be earlyadopterseager
to try somethingnew, aswell asvery conserative network ad-
ministratorsvhowill enableactive computatiorontheirrouters
only whenthereis a demonstrateéconomicbenefit. Certainly
aone-timeinstallationof codeonasmallsetof routersdoesnot
requirean active network, but the gradualdeploymentandup-
gradingof the applicationover a large portion of a continually
changingnternetdoes.

This paperbegins with the discussionof several problems
causedy the currentimplementatiorof crawlers. After pre-
sentinga brief casestudy of the load imposedby crawlerson
seners,weexplainthearchitecturef ourindexing system.The
papercloseswith our simulationresultsandconclusions.

Il. ISSUESWITH CRAWLERS

A crawler typically startswith a baselist of popularsites
known asseedJRLsandfollowslinks within theseedpages(4].
However, not all Web pagesare equally good choicesasseed
URLs. Broder, et al [5] shav that one canrepresenthe Web
asa graphwith five main componentsa centralstronglycon-
nectedcorg(SCC) a componentOUT consistingof a set of
pageghatcanbereachedrom thecorebut donotconnecback
toit, acomponentN composeaf asetof pageghatcanreach
thecorebut cannotbereachedrom it, the TENDRILShatcon-
tain pagesthat cannotreachthe core and cannotbe reached
from the coreandfinally, otherdisconnectedomponents.

A crawler that startsoff with pagesin SCCcould reachall
pagesn SCCandOUT. However, it would neverfind ary of the



pagesin TENDRILS IN or DISCONNECTEDPagesin these
regionsof the Web areeffectively "hidden” from crawlers.

In contrast,active indexing will seeall pagesfetchedby
clients, no matterwhat the characteristicsare of their degree
or directionof connectiorto otherpagesn theWeh

In addition, currentcrawlers cannotgeneratequeriesor fill
out forms, so they cannotvisit dynamicallygeneratecages.
This problemwill getworseovertime, asmoreandmoresites
generateheir Web pagesdynamicallyfrom databaseslt is an
openquestionasto how dynamiccontentshouldbe indexed,
and we do not examinethe issuefurther here. We note that
active indexing providesa mechanisnior indexing suchpages,
though, whereascrawlers cannot. The monitor in the active
routerswill captureall passingHTTP traffic.

Thus,theindexesgeneratedby active indexing will be more
completethanthosethat canbe generatedria cravlers. Web
pagesn tendrilsanddisconnecte@omponentsaswell asdy-
namiccontentwill beindexedby the active network.

In addition, active indexing is capableof providing a “dy-
namic” view of the Web, by collecting statisticssuch as the
numberof times per hour a particularpagehasbeenfetched.
Crawlers cannotcreatesucha view of the Weh Thesestatis-
tics couldbe usedduringindex generatiorin combinationwith
othercommonindexing factors.In contrastcrawling the Web
givesusonly a staticpictureof its contents.Statisticssuchas
thenumberof timesa particularpageis linkedto by otherpages
canbeusedto weighttheimportanceof a page but thatis only
a proxy for how mary timesthat particularpageis likely to
befetched.Active indexing candeliver both staticinformation
aboutWeb pagessuchasthe numberof timesa pageis linked
to by otherpagesandalsodynamicstatisticancludingtherate
atwhich a pageis fetched.

I1l1. A CASE STUDY OF CRAWLER LOAD

To studythe load imposedby crawlers, several experiments
were conductedusingthelog files for the weekfrom June29,
2001to July 5, 2001, for the Web sener in the Departmenof
ComputingScienceat the University of Alberta.

Figure 1 illustratesthe ratio of crawler hits to total hits, and
theratio of bytesfetchedby crawlersto thetotal bytesfetched
for the week. The averagehit andbyte percentageare27.3%
and20.9%respectiely. A maximumof 40.6%of all hits was
dueto crawlers. The percentagef bytesfetchedby crawlers
reachesa maximumof 29.5%.

Thecrawler bytepercentagés alwayslowerthanthecrawvler
hit percentagebecausecrawlers typically fetch short pages.
Therearetwo reasondor this. First, crawlersonly fetch stan-
dard HTML pagesandignore all other mediaand document
types, such as PDFs, images,and soundfiles. Theselatter
typesareusuallylargerthanstandardHTML pages.Secondly
crawlersfrom someservicesusetheHTTP HEAD commando
get metainformation abouta pagebeforeactually fetchingit.
This metainformationis only a smallportion of the page.

Crawler hit percentage vs. Crawler byte percentage
T T T T T

[ crawler hit percentage
Bl crawler byte percentage

o o
N W
& &

T T

crawler hit or crawler byte percentage
2
&
T

3

5

4
weekday

Fig.1. Crawler hit andbytepercentages

IV. ACTIVE INDEXING

The Internetcan be viewed as a collection of subnetvarks
connectedo a backboneFor eachsubnetvork, thereis a gate-
way routerconnectingt to a routeron the backbone.Usually
therewill bemorethanoneintermediateouterbetweeraclient
andaWebsener.

We proposeo index Web pageson the gatavay routers.Al-
thoughthecoreroutershave amoreglobalview, additionalpro-
cessingload will be much more easily accommodatedn the
gatevays.By usingthegatevays,therewill still befewermon-
itoring nodesthan senersbecauseherecanbe multiple Web
senerson eachstubnetwork. Thiswill helpensurehattheap-
plicationscaleseasonablyGatavay routers by definition,see
all traffic betweentheir network andthe restof the world, so
all traffic will beindexed. Eachgatevaywill calculateéndexing
dataonly for the Web senersin its adjacentstubnetwork (i.e.
for HTTP requestdrom clientsoutsideits stubnetwork).

Consisteng of the final index is enforcedby the back-end
repositoryto which all the active routersreturn their results.
The repositoryis responsiblgor ensuringthat only one copy
of the raw indexing datafor a particularpageis acceptecand
later processedby the algorithmresponsibldor producingthe
updatedsearchindex.

As for the nodesthemseles,the structureandprogramming
of active nodesand networks is currently being researched
by several groups. The suney by Campbell[6] providesan
overview of severalprojects.Decaspef7] documentshestruc-
ture of ahigh-performancactive node.Legagy routersthatare
not programmablecould be accomodatedby replicatingtheir
traffic, and handingthe replicatedstreamsoff to a directly-
connectedctive nodefor the purpose®f indexing. Thelegag
routerwould remainresponsibldor routingthe original traffic.
Alternatively, becausective indexing doesnot needto execute
on every router, nor evenon every gatavay node,we couldde-
cideto executeactive indexing only onroutersthatcanaccom-
modateit.

Indexing proceedsn two stagesIn thefirst stagejndividual



IP pacletsof eachcommunicatingpair areprocessedo recon-

ful for distinguishinga relevantdocumentrom a non-releyant

structHTTP messagesThereconstructiorof HTTP messages one. The idf is usedin ranking the query results,and helps

involveshandlingout-of-order corrupt,andduplicatepaclets.
Firstwe demultiplex pacletsaccordingo their sourceanddes-
tinationIP addressThenwe reorderpacletsaccordingo TCP
sequencaumbersandeliminateduplicates[8].We needto as-
sociateeachresponsewith its correspondingequestincethe
URL is not presentin the responséheaders.Sincethe HTTP
responsés thefirst datathatthe sener sendsackto the client
andwill acknavledgethe last byte of the HTTP request,the
first sequencewumberof the HTTP responseshouldbe equal
to the acknavledgmentumberof the request. Consequently
the requestand responsecan be matchedusing the sequence
numbersand acknavledgmentnumbers. In the secondstage,
for all URLs producedn thefirst stage URLs arehashednto
pageidentifiersfor thecorvenienceof quicklocationof a URL.
Theneachpageis parsedo remove HTML tagging,tokenizeit
into individual terms,andextractpostingsterm-locatiorpairs)
to build aninvertedfile. The invertedfile is compressedsing
anefficientcompressioschemegcalledmixed-liststorag€9].

The resultingindex is consistentlyabout7% the size of the
input HTML text. This is so far the most efficient compres-
sionschemeaeported.Thus,if theindexer builds indexing data
from all the input it receives,andthe generatednvertedindex
is compressedby usingthe mixed-list schemethe final com-
presseddatawhich will be sentto the baclkend repositoryis
roughly 7% the sizeof the original HTML text.

Furthercompressioris alsopossible jf we exploit the meta-
datain Web pages. A pagejust indexed is probablystill the
samethe next time it passeshrougha router Studiesin [2]
shaw thatthe averagechangenterval of aWeb pageis about4
months.In orderto be efficient, we shouldonly index changed
andnew pages.

To implementthis, in eachroutera hashtableis usedto as-
sociatea URL with apageidentifier. Identifiersof all the pages
seenso far by the routeraresavedin the hashtable. For each
identifier, we storethevalueof theLast-Modifiedfield. If adoc-
umentwaspreviously seerby therouterandthe Last-Modified
field in the morerecentlyfetchedpageis newer thanthe stored
value,the pageis reindexed andthe Last-Modifiedin the hash
tableis updated. If the two Last-Modifiedvaluesmatch,the
pageis not reindexed. If the pagehasnever beenseenby the
router anew entryis createdn thehashtable.BesidegheLast-
Modifiedfield, otherfieldsincluding ExpiresandETag canalso
be usedto comparean old pageto a possiblynewer one. By
indexing only freshpagesthefinal index sentto the repository
will decreasén sizesignificantly

In our indexing systemwe gathertwo importantglobal sta-
tistical metrics:inversedocumenfrequeng for indexing terms
andhit frequeng for documents.

Given a specificterm or word, the inverse documentfre-
guencyor idf is the reciprocalof the numberof documentsn
which the term appears. The motivation for usingthe idf is
thattermswhich appealin mary documentsre not very use-

returndocumentsvhich tendto berelevantto a users query

Hit Frequency(hf) is the numberof times per unit time a
pagehasbeenseenby the monitoring processon a router It
givesus a dynamicview of the Weh We gatherthis dataon
the active routers. In the hashtableassociatinga URL with a
pageidentifier, besideghelast-modifiedield, anhf field is also
added Whene&eradocumentis seenby theindexer, whetherit
is freshor stale thehf counterfor thedocuments incremented.
If two documentscontaina query keyword, the one with the
largerhf is rankedhigher It alsocanbe combinedwith theidf
in answeringa searchquery

V. SIMULATION

For this study we chosea transit-stubmodelgeneratedising
the Geogia Tech InternetTopology Generator(GTITM) [10]
to createa network representatie of the structureof the In-
ternet. The transit-stubmodelis composedf interconnected
transitand stubdomains. A transitdomaincomprisesa setof
highly connectedackbonenodes. A backbonenodeis either
connectedo several stubdomainsor othertransitdomains.A
stubdomainusuallyhasoneor morerouternodeswhich have
links to transitdomains.Our specificmodelhad4 corerouters,
12 gatavay routers(12 stubs),20 sitesfor Web senersand60
sitesfor Webclients. In thetraditionalcasewe simulatedfour
sitesissuingcrawler requestsin theactive indexing casethree
of thosesitesbecameroutersand the fourth was usedasthe
repositorysite.

Oursimulationswerecarriedout usingSMURPH[11]. Eight
runs were usedfor eachdata point, and the resulting vari-
anceswere usedto calculate95% confidencdimits usingthe
t-statistic. Theseconfidencdimits werefoundto beverytight,
andarenotactuallyvisible on theresultingplots.

Previous studieshave shavn that requestinterarrival times
follow anexponentialdistribution[12]. Thus,therequesarrival
processcorrespondgo a Poissonprocess where usersarrive
independenthof oneanother We vary the meanclient request
interarrival time to imposedifferentworkloadson the network.
HTTP requespacletsareapproximateljjognormaldistributed
in sizewith a meanof 2880bits andstandardieviation of 848
bits[13]. The responsesizescan be representedby a lognor
mal distribution combinedwith a heary-tailed distribution[14].
In our simulation,we representetheresponsaizeswith alog-
normaldistribution having ameanof 80,000bits anda standard
deviation(SD)of 200,000bits[13].

The indexing message$ave a fixed length of 10,000bits.
The messageénter-departuretime is uniquefor eachrouterin
a specific simulation case. We sendthe indexing traffic to
the baclkend repositoryconstantly so theoreticallyall routers
should spendthe sametime to transmitthe indexing dataas
was usedto accumulatéat. Although eachrouter generates
differentamountof indexing traffic within a giventime period,
we make surethe index dataare sentin the samefixed time.



Client Throughput vs. Total Client Request Arrival Rate
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Fig.2. Client Throughputin All Cases

We balanceheindex accumulationiime andtheindex delivery
time sothatthereis no extra index dataleft on routers. Each
routersendgheindexing datawith adepartureateproportional
to the volumeof indexing dataaccumulated.

If the active routersindex all passingHTTP traffic, thenthe
compressednvertedfile thatis sentto the repositorywill be
about7% of the sizeof the original HTML documentsin fact,
we only needto index new pagesplusthosepageswhich have
beenmodifiedsincethey werelastindexed. Therefore the in-
dexing datasentto the repositoryshouldbe considerablyless
than7% of the original HTTP messagesThus,for the caseof
the active network, we simulatedsystemswith 0% overhead,
3% overheacand7% overhead.

By overhead,we meanthe numberof bytes generatedhy
indexing as a fraction of the numberof bytesin the passing
Web pages. It should be stressedthat the overheadvalues
(0%/3%/7%)n theactive indexing caserepresentheefficiency
of indexing, and that the indexing traffic is concentratecbn
the routesto the repositoryratherthanbeingmore evenly dis-
tributedasis the casewith thecrawler traffic. Without studying
activeindexing onarepresentatie,fairly complex network, it is
notatall clearwhethethumanuserswill seeimprovedthrough-
putanddecreasedelays.

VI. EXPERIMENTAL RESULTS

We simulatedthe active network with 0%, 3% and 7% in-
dexing overheadrespectiely andthe traditional network with
0%, 20% and 40% crawler traffic. Again, it mustbe stressed
thatthe percentag®f indexing overheads not comparableo
thepercentagef overheadraffic. Thatis, onecannotconclude
by simple subtractionthat switchingfrom a systemwith 40%
crawler traffic to onewith 7%indexing traffic will resultin 33%
lessnetwork load. Theindexing loadis concentratedntojusta
few routesleadingbackto therepository sothe distribution of
network loadin the active indexing casewill be quite different
thanin thewith-crawler case.
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Figure 2 illustratesthe client throughputin both the tradi-
tional network andthe active network. The vertical axis gives
the client throughput- the numberof bits receved by normal
clientspersimulationtime unit - while thehorizontalaxisgives
the client requestarrival rate. The throughputfor 0% over-
headactive indexing matcheghatfor the 0% with-crawler case.
This helpsestablishthe comparabilityof the remainingcases.
Both simulationsachiere the samepeakthroughputof about
222 bits/tick, after which the throughputdropsrapidly asthe
systemdbecomesaturated. Thereafterthe throughputremains
constantt about140bits/tick.

All three active indexing casessupportapproximatelythe
samemaximumthroughputof 220bits/tick. However, the 20%
with-crawler caseshavs a 20% reductionin client throughput
to 175bits/tick andthe 40%with-crawler caseshavs a45%re-
ductionto 120bits/tick. The crawler loadin thesecasedrans-
latesdirectly to a reductionin client throughput. The impact
canbegreaterthanl:1dueto theeffectsof finite buffers,losses
andretransmissionsncethe network becomestressed.

Figure 3 shaws the crawler throughputin the 20% and40%
with-crawler cases.The vertical axis givesthe numberof bits
persimulationtime unit recevvedby crawlers,andthe horizon-
tal axis givesthe total requestarrival rate. This is composed
of requestgeneratedy bothhumanclientsandcrawlers. The
graphshaows that crawler throughputin the 40% caseis over-
all twice thatin the 20% case. The greatefthan-1:1reduction
in clientthroughputbetweenthesetwo caseshaws thatclient
traffic is beingunfairly impactedby the crawler traffic (i.e. the
crawler traffic is not suffering the reductionseenby the client
traffic). Thisis likely dueto the differencein messagdength
betweenthe two typesof traffic, wherethe longerclient mes-
sagesare more likely to be delayedthan the shortercrawler
messages.

This is substantiatedyy the datapresentedn the next two
graphs.Figure4 givesthe averageclient requesidelayfor the
with-crawler andactive indexing cases.Theverticalaxis gives
the averageclient responselelay andthe horizontalaxis gives



Average Client Request Delay vs. Total Client Request Arrival Rate
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the rate at which humanclients generataequests.The tradi-
tionalnetwork with 20%or 40%crawler traffic hasmuchlonger
averageclientdelaysthanfor the active network.

Figure5 showvsthe averagecrawler requestdelayversusthe
total requestarrival rate. The two curves are nearly identi-
cal, thusmakingit clearthatincreasinghe relative amountof
crawler loaddoesnotimpactthe delayseenby crawler sites.In
contrast,the previous graphshows thatincreasingthe relative
amountof crawler loaddoesimpacttheclientdelay

Figure 6 givesthe fraction of client requestghat are com-
pleted.Almostall requestaresatisfiedvhentherequestrrival
rateis small. All threeactive indexing caseshave nearlyiden-
tical client completionrates.However, the 20% and40% with-
crawler casesshaw significantdecrease the rate at which
clientrequestarecompleted As thewith-crawler networksbe-
comeoverloadedtherateof requestompletiondecreasedra-
matically. At aclientrequesarrival rateof 0.002540%crawler
traffic is sufficientto decreaselient ratesby nearly60%.

Completed Client Request Rate vs. Total Client Request Arrival Rate
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VIl. CONCLUSIONS

In this paper we proposean active indexing systemfor the
World Wide Weh This systemeliminatescrawler traffic in fa-
vor of packet monitoring on stratejic routers. This approach
hassignificantadvantagesFirstly, by removing crawler traffic,
which we estimateis currently on the orderof 40% of all net-
work traffic, bandwidthis saved and madeavailableto human
requests. Our simulationsshow that client traffic is affected
disproportionatelyy crawler traffic, bothin termsof delayand
probability of completion.Reducingor removing crawler traf-
fic would have a significanteffect on bothfronts.

Furthermoresener resourcesuchas CPU cyclesand disk
I/O aresavedsothatthesenerscanbededicatedo processin@
variety of humanrequestsnorequickly. This leadsto a further
reductionof userpercevedlateng andimprovesthethrough-
put of response$o humanvisitors. It alsoallows corporations
to delay new investmentsn senersuntil the hit ratefrom hu-
manclientsincreasedo replacethe load previously seenfrom
cravlers.

In addition, this systemcanindex Web pagesmore exhaus-
tively thancrawlers. Crawlersfollow links on the Webto find
new pages.The chanceof a pagebeingfetchedby a crawler is
contingenbonits link relationto otherpagesandthelink struc-
ture of the Weh Therefore somepagesarenever captured.In
active indexing, the routersgatherindex datafor eachpassing
page. Therefore eachpageon the Internethasan opportunity
to beretrievedregardlesf its link relationto otherpages.

In additionto the statisticaldatacurrentlygatheredy search
enginesactive indexing canalsoderive dynamicdataabouta
page,suchastherateat which it is visited. The dynamicdata
abouta pagecanbeusedin conjunctionwith existing statistics
to rankthe queryresults.

Both active indexing and crawlers sharethe problem of
pulling newv pagesinto the index. For active indexing, either
aclientmustsomehav know thepageexists,andfetchit, orthe
creatorof the pagecould simply fetch it throughthe network
afterits creation. In the caseof crawlers, the currentpractice



is to actively adda link from a portal siteto the new pagesoit
will becrawled.

Active indexing alsoopensup the possibility of indexing dy-
namiccontentsomethinghatis notpossiblewith crawlers. Al-
thoughwe do not suggesthe appropriatemechanismsn this
paper we notethatanincreasingproportionof Web contentis
dynamic,andthussomemeansmustbe discoreredto make it
searchable.

The "activeness’of the network is crucial, not to the execu-
tion of the application,but to its deployment. It is unrealistic
to assumehatall gatevay routerswould necessarilyoe "will-
ing” or capableof executingthisapplication.Only thoserouters
initially capableof executingit, and whosenetwork adminis-
tratorsseebenefitin doing so, would acceptthe passingcode.
Updatego the packageanddeploymentfurtherthroughthe In-
ternetwould be enabledby the active modeof operationof the
routers.

Active indexing is aninterestingapplication both becauset
illustratesthe way in which new network protocolsandappli-
cationscan be deployed in an active network, and becauset
could have a very significantimpacton the overall load on the
Internet. The end-to-endpbaradigmis very powerful, andthisis
not a suggestiorthatit is not useful. Rather this study shows
thatthereis valuableinformationthatcanbederivedin theinte-
rior of the network muchmoreefficiently thanon the endpoint
systems.
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