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Abstract—
Weestimatethat approximately 40% of curr ent Inter net traffic

is due to Web crawlers retrieving pagesfor indexing. We address
this problem by intr oducingan efficient indexing systembasedon
activenetworks. Our approachemploysstrategically placedactive
routersthat constantlymonitor passingInter net traffic, analyzeit,
and then transmit the index data to a dedicatedback-end repos-
itory. Our simulations have shown that active indexing is up to
30% more efficient than the curr ent crawler-basedtechniques.

I . INTRODUCTION

Searchenginessuch as Yahoo!, Google[1], or Altavista
gatherpagesfrom all over the world with the aid of crawlers.
Generallyspeaking,it takes the crawlers of a specificsearch
engineanywherefrom two weeksto onemonth to updateits
databaseof Web pages. However, studiesshow that a large
percentageof pagesremain unchangedfor more than four
months[2], which implies that an unchangedpagecould be
fetchedseveral times by crawlers of the samesearchengine
betweenchanges.Currentlytherearemorethanonethousand
searchenginesin theworld. Therefore,it is possiblefor apage
to beretrieveda few thousandtimesby crawlerswithin a short
timeperiod.

In this paper, we proposethe useof an active network to
make crawlersunnecessary, Therearetwo generictypesof ac-
tive networks. In thefirst, mostcommonlyknown, all packets
aretaggedwith codeto beexecutedat eachnodepassed.The
secondtype of active network, known morespecificallyasan
activeswitch network, is moreappropriatefor our proposal.In
thesenetworks,only somepacketscontaincode,andonly some
nodesacceptthepassingcodefor execution.In anactiveswitch
network, the routersor switchesof the network can perform
customizedcomputationson the passive dataflowing through
them, whereasin traditional networks userprogramsexecute
only at the endsystemsand the network passively transports
userdatabetweentheseendsystems[3].In the following, the
term “active network” shouldbe understoodto standfor the
morespecific“activeswitchnetwork”.

Our proposalis to have active nodesin the network index
passingWebpages.First,we would sendthecodefor a packet
monitor and indexer into the active network. Thesemodules
would be acceptedby routerswilling to participatein the in-
dexing service.This mechanismallows for a graceful,gradual

upgradeof network capabilitiesin the highly complex world
of the currentInternet. It alsoallows for a variety of service
scenarios,without having to codethis into the monitor. For
example, the indexing servicedescribedbelow could be dis-
tributedover the Internetjust to corporategatewaysthat have
licensedit, andhold a propercryptographickey. Alternatively,
an ISP might nominatecertainof its gatewaysto initially test
theservice,andthenlaterallow the applicationto lodgein all
its gateways. Another alternative would be for a collocation
provider to hosttheapplicationin multiple sites.

We believe that an active network approachis necessaryto
make thelargescaledeploymentof active indexing feasible.It
is simply unrealisticto assumethatall routerseverywherewill
suddenlybecapable(andwilling) of performingthecomputa-
tionsdescribedhere.Rather, therewill beearlyadopterseager
to try somethingnew, aswell asvery conservativenetwork ad-
ministratorswhowill enableactivecomputationontheirrouters
only whenthereis a demonstratedeconomicbenefit.Certainly
aone-timeinstallationof codeonasmallsetof routersdoesnot
requireanactive network, but thegradualdeploymentandup-
gradingof theapplicationover a largeportionof a continually
changingInternetdoes.

This paperbegins with the discussionof several problems
causedby the currentimplementationof crawlers. After pre-
sentinga brief casestudyof the load imposedby crawlers on
servers,weexplainthearchitectureof ourindexingsystem.The
papercloseswith oursimulationresultsandconclusions.

I I . ISSUES WITH CRAWLERS

A crawler typically startswith a baselist of popularsites
knownasseedURLsandfollowslinks within theseedpages[4].
However, not all Web pagesareequallygoodchoicesasseed
URLs. Broder, et al [5] show that onecanrepresentthe Web
asa graphwith five maincomponents:a centralstronglycon-
nectedcore(SCC), a componentOUT consistingof a set of
pagesthatcanbereachedfrom thecorebut donotconnectback
to it, acomponentIN composedof asetof pagesthatcanreach
thecorebut cannotbereachedfrom it, theTENDRILSthatcon-
tain pagesthat cannotreachthe core and cannotbe reached
from thecoreandfinally, otherdisconnectedcomponents.

A crawler that startsoff with pagesin SCCcould reachall
pagesin SCCandOUT. However, it wouldneverfind any of the



pagesin TENDRILS, IN or DISCONNECTED. Pagesin these
regionsof theWebareeffectively ”hidden” from crawlers.

In contrast,active indexing will seeall pagesfetchedby
clients, no matterwhat the characteristicsare of their degree
or directionof connectionto otherpagesin theWeb.

In addition,currentcrawlers cannotgeneratequeriesor fill
out forms, so they cannotvisit dynamicallygeneratedpages.
This problemwill getworseover time,asmoreandmoresites
generatetheir Webpagesdynamicallyfrom databases.It is an
openquestionas to how dynamiccontentshouldbe indexed,
and we do not examinethe issuefurther here. We note that
active indexing providesamechanismfor indexing suchpages,
though,whereascrawlers cannot. The monitor in the active
routerswill captureall passingHTTPtraffic.

Thus,theindexesgeneratedby active indexing will bemore
completethanthosethat canbe generatedvia crawlers. Web
pagesin tendrilsanddisconnectedcomponents,aswell asdy-
namiccontent,will beindexedby theactivenetwork.

In addition, active indexing is capableof providing a “dy-
namic” view of the Web, by collecting statisticssuchas the
numberof timesper hour a particularpagehasbeenfetched.
Crawlers cannotcreatesucha view of the Web. Thesestatis-
ticscouldbeusedduringindex generationin combinationwith
othercommonindexing factors.In contrast,crawling theWeb
givesusonly a staticpictureof its contents.Statisticssuchas
thenumberof timesaparticularpageis linkedto by otherpages
canbeusedto weighttheimportanceof apage,but thatis only
a proxy for how many times that particularpageis likely to
befetched.Active indexing candeliverbothstaticinformation
aboutWebpages,suchasthenumberof timesa pageis linked
to by otherpages,andalsodynamicstatisticsincludingtherate
at whicha pageis fetched.

I I I . A CASE STUDY OF CRAWLER LOAD

To studythe load imposedby crawlers,severalexperiments
wereconductedusingthe log files for theweekfrom June29,
2001to July 5, 2001,for theWeb server in theDepartmentof
ComputingScienceat theUniversityof Alberta.

Figure1 illustratesthe ratio of crawler hits to total hits, and
theratio of bytesfetchedby crawlersto thetotal bytesfetched
for theweek. Theaveragehit andbytepercentagesare27.3%
and20.9%respectively. A maximumof 40.6%of all hits was
dueto crawlers. The percentageof bytesfetchedby crawlers
reachesamaximumof 29.5%.

Thecrawler bytepercentageis alwayslowerthanthecrawler
hit percentagebecausecrawlers typically fetch short pages.
Therearetwo reasonsfor this. First, crawlersonly fetchstan-
dard HTML pagesand ignore all other mediaand document
types, such as PDFs, images,and soundfiles. Theselatter
typesareusuallylargerthanstandardHTML pages.Secondly,
crawlersfrom someservicesusetheHTTPHEAD commandto
get metainformationabouta pagebeforeactually fetchingit.
Thismetainformationis only asmallportionof thepage.
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Fig. 1. Crawler hit andbytepercentages

IV. ACTIVE INDEXING

The Internetcanbe viewed asa collectionof subnetworks
connectedto a backbone.For eachsubnetwork, thereis a gate-
way routerconnectingit to a routeron the backbone.Usually
therewill bemorethanoneintermediaterouterbetweenaclient
anda Webserver.

We proposeto index Webpageson thegateway routers.Al-
thoughthecoreroutershaveamoreglobalview, additionalpro-
cessingload will be muchmoreeasilyaccommodatedon the
gateways.By usingthegateways,therewill still befewermon-
itoring nodesthanserversbecausetherecanbe multiple Web
serversoneachstubnetwork. Thiswill helpensurethattheap-
plicationscalesreasonably. Gateway routers,by definition,see
all traffic betweentheir network andthe restof the world, so
all traffic will beindexed.Eachgatewaywill calculateindexing
dataonly for theWebserversin its adjacentstubnetwork (i.e.
for HTTP requestsfrom clientsoutsideits stubnetwork).

Consistency of the final index is enforcedby the back-end
repositoryto which all the active routersreturn their results.
The repositoryis responsiblefor ensuringthat only onecopy
of the raw indexing datafor a particularpageis acceptedand
laterprocessedby thealgorithmresponsiblefor producingthe
updatedsearchindex.

As for thenodesthemselves,thestructureandprogramming
of active nodesand networks is currently being researched
by several groups. The survey by Campbell[6] provides an
overview of severalprojects.Decasper[7] documentsthestruc-
tureof a high-performanceactivenode.Legacy routersthatare
not programmablecould be accomodatedby replicatingtheir
traffic, and handingthe replicatedstreamsoff to a directly-
connectedactivenodefor thepurposesof indexing. Thelegacy
routerwould remainresponsiblefor routingtheoriginal traffic.
Alternatively, becauseactive indexing doesnotneedto execute
on every router, nor evenon every gateway node,we couldde-
cideto executeactive indexing only on routersthatcanaccom-
modateit.

Indexing proceedsin two stages.In thefirst stage,individual



IP packetsof eachcommunicatingpair areprocessedto recon-
structHTTP messages.Thereconstructionof HTTP messages
involveshandlingout-of-order, corrupt,andduplicatepackets.
Firstwedemultiplex packetsaccordingto theirsourceanddes-
tinationIP address.Thenwe reorderpacketsaccordingto TCP
sequencenumbersandeliminateduplicates[8].We needto as-
sociateeachresponsewith its correspondingrequestsincethe
URL is not presentin the responseheaders.Sincethe HTTP
responseis thefirst datathattheserversendsbackto theclient
andwill acknowledgethe last byte of the HTTP request,the
first sequencenumberof the HTTP responseshouldbe equal
to the acknowledgmentnumberof the request.Consequently,
the requestand responsecan be matchedusing the sequence
numbersandacknowledgmentnumbers. In the secondstage,
for all URLs producedin thefirst stage,URLs arehashedinto
pageidentifiersfor theconvenienceof quick locationof aURL.
Theneachpageis parsedto removeHTML tagging,tokenizeit
into individual terms,andextractpostings(term-locationpairs)
to build an invertedfile. The invertedfile is compressedusing
anefficient compressionscheme,calledmixed-liststorage[9].

The resultingindex is consistentlyabout7% the sizeof the
input HTML text. This is so far the most efficient compres-
sionschemereported.Thus,if theindexerbuilds indexing data
from all the input it receives,andthegeneratedinvertedindex
is compressedby usingthe mixed-list scheme,the final com-
presseddatawhich will be sent to the backend repositoryis
roughly7%thesizeof theoriginalHTML text.

Furthercompressionis alsopossible,if we exploit themeta-
datain Web pages. A pagejust indexed is probablystill the
samethe next time it passesthrougha router. Studiesin [2]
show thattheaveragechangeinterval of a Webpageis about4
months.In orderto beefficient,we shouldonly index changed
andnew pages.

To implementthis, in eachroutera hashtableis usedto as-
sociateaURL with apageidentifier. Identifiersof all thepages
seenso far by the routeraresaved in the hashtable. For each
identifier, westorethevalueof theLast-Modifiedfield. If adoc-
umentwaspreviouslyseenby therouterandtheLast-Modified
field in themorerecentlyfetchedpageis newer thanthestored
value,thepageis reindexedandtheLast-Modifiedin thehash
table is updated. If the two Last-Modifiedvaluesmatch, the
pageis not reindexed. If the pagehasnever beenseenby the
router, anew entryis createdin thehashtable.BesidestheLast-
Modifiedfield, otherfieldsincludingExpiresandETag canalso
be usedto comparean old pageto a possiblynewer one. By
indexing only freshpages,thefinal index sentto therepository
will decreasein sizesignificantly.

In our indexing system,we gathertwo importantglobalsta-
tisticalmetrics:inversedocumentfrequency for indexing terms
andhit frequency for documents.

Given a specific term or word, the inverse documentfre-
quencyor idf is the reciprocalof the numberof documentsin
which the term appears.The motivation for using the idf is
that termswhich appearin many documentsarenot very use-

ful for distinguishinga relevantdocumentfrom a non-relevant
one. The idf is usedin ranking the query results,and helps
returndocumentswhich tendto berelevantto a user’squery.

Hit Frequency(hf) is the numberof times per unit time a
pagehasbeenseenby the monitoringprocesson a router. It
givesus a dynamicview of the Web. We gatherthis dataon
the active routers. In the hashtableassociatinga URL with a
pageidentifier, besidesthelast-modifiedfield,anhf field is also
added.Wheneveradocumentis seenby theindexer, whetherit
is freshor stale,thehf counterfor thedocumentis incremented.
If two documentscontaina querykeyword, the onewith the
largerhf is rankedhigher. It alsocanbecombinedwith the idf
in answeringa searchquery.

V. SIMULATION

For thisstudy, wechoseatransit-stubmodelgeneratedusing
the Georgia TechInternetTopologyGenerator(GTITM) [10]
to createa network representative of the structureof the In-
ternet. The transit-stubmodel is composedof interconnected
transitandstubdomains.A transitdomaincomprisesa setof
highly connectedbackbonenodes.A backbonenodeis either
connectedto severalstubdomainsor othertransitdomains.A
stubdomainusuallyhasoneor morerouternodes,which have
links to transitdomains.Ourspecificmodelhad4 corerouters,
12 gateway routers(12 stubs),20 sitesfor Webserversand60
sitesfor Webclients. In thetraditionalcase,we simulatedfour
sitesissuingcrawler requests.In theactive indexing case,three
of thosesitesbecameroutersand the fourth was usedas the
repositorysite.

OursimulationswerecarriedoutusingSMURPH[11].Eight
runs were used for eachdata point, and the resulting vari-
anceswereusedto calculate95% confidencelimits usingthe
t-statistic.Theseconfidencelimits werefoundto bevery tight,
andarenotactuallyvisibleon theresultingplots.

Previous studieshave shown that requestinterarrival times
follow anexponentialdistribution[12]. Thus,therequestarrival
processcorrespondsto a Poissonprocess, whereusersarrive
independentlyof oneanother. We vary themeanclient request
interarrival time to imposedifferentworkloadson thenetwork.
HTTPrequestpacketsareapproximatelylognormaldistributed
in sizewith a meanof 2880bits andstandarddeviation of 848
bits[13]. The responsesizescanbe representedby a lognor-
maldistributioncombinedwith a heavy-taileddistribution[14].
In oursimulation,werepresentedtheresponsesizeswith a log-
normaldistributionhaving ameanof 80,000bitsandastandard
deviation(SD)of 200,000bits[13].

The indexing messageshave a fixed length of 10,000bits.
The messageinter-departuretime is uniquefor eachrouter in
a specific simulation case. We sendthe indexing traffic to
the backend repositoryconstantly, so theoreticallyall routers
shouldspendthe sametime to transmit the indexing dataas
wasusedto accumulateit. Although eachroutergeneratesa
differentamountof indexing traffic within a giventime period,
we make surethe index dataaresentin the samefixed time.
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Fig. 2. ClientThroughputin All Cases

Webalancetheindex accumulationtimeandtheindex delivery
time so that thereis no extra index dataleft on routers. Each
routersendstheindexingdatawith adeparturerateproportional
to thevolumeof indexing dataaccumulated.

If theactive routersindex all passingHTTP traffic, thenthe
compressedinvertedfile that is sentto the repositorywill be
about7% of thesizeof theoriginalHTML documents.In fact,
we only needto index new pagesplus thosepageswhich have
beenmodifiedsincethey werelast indexed. Therefore,the in-
dexing datasentto the repositoryshouldbe considerablyless
than7% of theoriginal HTTP messages.Thus,for thecaseof
the active network, we simulatedsystemswith 0% overhead,
3%overheadand7%overhead.

By overhead,we meanthe numberof bytes generatedby
indexing as a fraction of the numberof bytes in the passing
Web pages. It should be stressedthat the overheadvalues
(0%/3%/7%)in theactiveindexing caserepresenttheefficiency
of indexing, and that the indexing traffic is concentratedon
the routesto the repositoryratherthanbeingmoreevenly dis-
tributedasis thecasewith thecrawler traffic. Withoutstudying
activeindexingonarepresentative,fairly complex network, it is
notatall clearwhetherhumanuserswill seeimprovedthrough-
put anddecreaseddelays.

VI . EXPERIMENTAL RESULTS

We simulatedthe active network with 0%, 3% and7% in-
dexing overheadrespectively andthe traditionalnetwork with
0%, 20% and40% crawler traffic. Again, it mustbe stressed
that the percentageof indexing overheadis not comparableto
thepercentageof overheadtraffic. Thatis, onecannotconclude
by simplesubtractionthat switchingfrom a systemwith 40%
crawler traffic to onewith 7%indexing traffic will resultin 33%
lessnetwork load.Theindexing loadis concentratedontojusta
few routesleadingbackto therepository, sothedistribution of
network loadin theactive indexing casewill bequitedifferent
thanin thewith-crawler case.
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Fig. 3. Crawler Throughputin With-crawler Cases

Figure 2 illustratesthe client throughputin both the tradi-
tional network andtheactive network. Theverticalaxisgives
the client throughput- the numberof bits received by normal
clientspersimulationtimeunit - while thehorizontalaxisgives
the client requestarrival rate. The throughputfor 0% over-
headactiveindexing matchesthatfor the0%with-crawlercase.
This helpsestablishthe comparabilityof the remainingcases.
Both simulationsachieve the samepeakthroughputof about
222 bits/tick, after which the throughputdropsrapidly as the
systemsbecomesaturated.Thereafter, thethroughputremains
constantat about140bits/tick.

All three active indexing casessupportapproximatelythe
samemaximumthroughputof 220bits/tick. However, the20%
with-crawler caseshows a 20% reductionin client throughput
to 175bits/tickandthe40%with-crawler caseshowsa45%re-
ductionto 120bits/tick. Thecrawler load in thesecasestrans-
latesdirectly to a reductionin client throughput. The impact
canbegreaterthan1:1dueto theeffectsof finite buffers,losses
andretransmissionsoncethenetwork becomesstressed.

Figure3 shows thecrawler throughputin the20%and40%
with-crawler cases.The verticalaxis givesthe numberof bits
persimulationtime unit receivedby crawlers,andthehorizon-
tal axis givesthe total requestarrival rate. This is composed
of requestsgeneratedby bothhumanclientsandcrawlers. The
graphshows that crawler throughputin the 40% caseis over-
all twice that in the 20% case.Thegreater-than-1:1reduction
in client throughputbetweenthesetwo casesshows thatclient
traffic is beingunfairly impactedby thecrawler traffic (i.e. the
crawler traffic is not suffering the reductionseenby the client
traffic). This is likely dueto the differencein messagelength
betweenthe two typesof traffic, wherethe longerclient mes-
sagesare more likely to be delayedthan the shortercrawler
messages.

This is substantiatedby the datapresentedin the next two
graphs.Figure4 givestheaverageclient requestdelayfor the
with-crawler andactive indexing cases.Theverticalaxisgives
theaverageclient responsedelay, andthehorizontalaxisgives
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the rateat which humanclientsgeneraterequests.The tradi-
tionalnetworkwith 20%or40%crawler traffic hasmuchlonger
averageclientdelaysthanfor theactivenetwork.

Figure5 shows theaveragecrawler requestdelayversusthe
total requestarrival rate. The two curves are nearly identi-
cal, thusmakingit clearthat increasingthe relative amountof
crawler loaddoesnot impactthedelayseenby crawler sites.In
contrast,the previous graphshows that increasingthe relative
amountof crawler loaddoesimpacttheclientdelay.

Figure6 givesthe fraction of client requeststhat are com-
pleted.Almostall requestsaresatisfiedwhentherequestarrival
rateis small. All threeactive indexing caseshave nearlyiden-
tical client completionrates.However, the20%and40%with-
crawler casesshow significantdecreasesin the rate at which
clientrequestsarecompleted.As thewith-crawlernetworksbe-
comeoverloaded,therateof requestcompletiondecreasesdra-
matically. At aclientrequestarrival rateof 0.0025,40%crawler
traffic is sufficient to decreaseclient ratesby nearly60%.
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VII . CONCLUSIONS

In this paper, we proposean active indexing systemfor the
World Wide Web. This systemeliminatescrawler traffic in fa-
vor of packet monitoringon strategic routers. This approach
hassignificantadvantages.Firstly, by removing crawler traffic,
which we estimateis currentlyon the orderof 40%of all net-
work traffic, bandwidthis savedandmadeavailableto human
requests. Our simulationsshow that client traffic is affected
disproportionatelyby crawler traffic, bothin termsof delayand
probabilityof completion.Reducingor removing crawler traf-
fic wouldhaveasignificanteffectonbothfronts.

Furthermore,server resourcessuchasCPU cyclesanddisk
I/O aresavedsothattheserverscanbededicatedto processinga
varietyof humanrequestsmorequickly. This leadsto a further
reductionof userperceivedlatency andimprovesthe through-
put of responsesto humanvisitors. It alsoallows corporations
to delaynew investmentsin serversuntil the hit ratefrom hu-
manclientsincreasesto replacethe loadpreviously seenfrom
crawlers.

In addition,this systemcanindex Web pagesmoreexhaus-
tively thancrawlers. Crawlers follow links on theWebto find
new pages.Thechanceof a pagebeingfetchedby a crawler is
contingenton its link relationto otherpagesandthelink struc-
tureof theWeb. Therefore,somepagesarenever captured.In
active indexing, the routersgatherindex datafor eachpassing
page.Therefore,eachpageon the Internethasanopportunity
to beretrievedregardlessof its link relationto otherpages.

In additionto thestatisticaldatacurrentlygatheredby search
engines,active indexing canalsoderive dynamicdataabouta
page,suchasthe rateat which it is visited. Thedynamicdata
abouta pagecanbeusedin conjunctionwith existing statistics
to rankthequeryresults.

Both active indexing and crawlers sharethe problem of
pulling new pagesinto the index. For active indexing, either
aclientmustsomehow know thepageexists,andfetchit, or the
creatorof the pagecould simply fetch it throughthe network
after its creation. In the caseof crawlers, the currentpractice



is to actively adda link from a portalsite to thenew pagesoit
will becrawled.

Active indexing alsoopensup thepossibilityof indexing dy-
namiccontent,somethingthatis notpossiblewith crawlers.Al-
thoughwe do not suggestthe appropriatemechanismsin this
paper, we notethatan increasingproportionof Webcontentis
dynamic,andthussomemeansmustbe discoveredto make it
searchable.

The”activeness”of thenetwork is crucial,not to theexecu-
tion of the application,but to its deployment. It is unrealistic
to assumethatall gateway routerswould necessarilybe ”will-
ing” or capableof executingthisapplication.Only thoserouters
initially capableof executingit, andwhosenetwork adminis-
tratorsseebenefitin doing so,would acceptthepassingcode.
Updatesto thepackageanddeploymentfurtherthroughtheIn-
ternetwould beenabledby theactive modeof operationof the
routers.

Active indexing is aninterestingapplication,bothbecauseit
illustratesthe way in which new network protocolsandappli-
cationscanbe deployed in an active network, andbecauseit
couldhave a very significantimpacton theoverall loadon the
Internet.Theend-to-endparadigmis verypowerful, andthis is
not a suggestionthat it is not useful. Rather, this studyshows
thatthereis valuableinformationthatcanbederivedin theinte-
rior of thenetwork muchmoreefficiently thanon theendpoint
systems.
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